





Can We Fix It with Locks? %

m Idea
= Enclose access to data & metadata within a locked region

= Problems

s Coarse-grained locks
=« Performance degradation

= Fine-grained locks
« Locking overhead, convoying, limited scope of DBT

optimizations

= Lock nesting between application & DBT locks

=« Potential deadlock

= Tool developers should be a feature + multithreading experts
=« Must know both security & multithreading to develop tool
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T™ for DBT %

m Idea

= DBT instruments a transaction to enclose accesses to
(data, metadata) within the transaction boundary.

Thread 1 Thread2
swap t, ul; u2 = ul;
swap taint(t), taint(ul); taint (u2) = taint(ul) ;

= Advantages
= Atomic execution
= High performance through optimistic concurrency
= Support for nested transactions
= Hidden from the tool and application developers
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m Idea

= DBT instruments a transaction to enclose accesses to

(data, metadata) within the transaction boundary.

Thread 1 Thread2

TX Begin TX Begin

swap t, ul; u2 = ul;

swap taint(t), taint(ul); taint (u2) = taint(ul) ;
TX End TX End

= Advantages

Atomic execution

High performance through optimistic concurrency
Support for nested transactions

Hidden from the tool and application developers
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Granularity of Transaction
Instrumentation

L

m Per instruction
= High overhead of executing TX_Begin and TX_End
= Limited scope for DBT optimizations

m Per basic block
= Amortizing the TX_Begin and TX_End overhead
= Easy to match TX_Begin and TX_End

m Per trace
= Further amortization of the overhead
= Potentially high transaction conflict

= Profile-based sizing
= Optimize transaction size based on transaction abort ratio
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Performance Overheads
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= TM systems evaluated
= STM: software TM, STM+ = STM + HW checkpointing

= HyTM: hardware-accelerated TM (similar to SigTM)
= HTM: full hardware TM implementation

176




Example Use: Reliable Systems

= RPC likes operation < RPC-based approach>

= If no fault occurs, modified data

copied back to kernel space
< TM-based style >

m Kernel protection
= Faulty drivers can corrupt kernel data

m Protection through domain isolation
= Kernel data are copied to driver

m Use of TM
= Replace copying with atomic block
= If fault occurs, abort transaction
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Exampled Use: Security

L

m Stack smashing

= Overwrite return address using a
buffer overflow

= Can jump to arbitrary code

m Protection through canary
= Place a special value next to the
return address.

= If the value is modified at the end of
function, the return address is
compromised

m Use of TM

= Use address tracking to detect
overwrites of return address

= Lower time & space overhead

STACK
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Example Use: Debugging

)

= Data watchpoint
= Detects memory accesses
= Triggers software handler

m Current approaches
= Up to 4 HW watchpoints
= Infinite watchpoints with VM
« OS overheads
« False positivies

m Use of TM

= Use access tracking for
watchpoints

= Fine granularity
s User-level overheads

Normalized
Overhead (%)

S =N WA W

Page Fault
Exception

> (~1000s of cycles)

/I

100 500 1000 2000 4000

Number of Watchpoints per Core
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L

Questions?

= Thank you for your attention

m For further questions or comments contact me at
christos@ee.stanford.edu
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